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HELLO WORLD

- Working with free and open source since 1998
- RIAT Institute: an NGO actively participating and
documenting open theory and practice since 2004
- Support R+D in free and open source
- Foster technological literacy
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DECENTRAL I::l critical
COMMUNITY decentral isation

— Critical decentralisation cluster at the annual C3
(Chaos Communication Congress)

— Transcriptions from 36c¢3 at
https://github.com/vldocg47/monero-cdc-36c3-transcriptions/

— Videos Critical Decentralisation Cluster (36¢3)
https://czechmonero.cz/critical-decentralisation-cluster-36¢c3/

— Cluster web is here
https://decentral.community

vidocqg47/monero-cdc-
36c¢3-transcriptions
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STRUCTURE OF THE TALK

DECAY
DECAY, EXIT, VOICE
ENSHITTIFICATION, OLIGARCHY AND ISOMORPHISM

OPEN SOURCE
SOFTWARE IS EATING THE WORLD?
PERMISSIVE LICENSES ARE EATING THE COMMONS

VERIFY ALL THINGS
MODERN TECHNOLOGY IS NOT VERIFIABLE
WHY WE NEED VERIFIABLE THINGS

NURTURE DECENTRALIZATION
CONCLUSIONS




DECAY



“Enshittification” (cory boctorow)



https://www.ft.com/content/6fb1602d-a08b-4a8c-bac0-047b7d64aba5

“Enshittification is coming for
absolutely everything” (Cory Doctorow)



https://www.ft.com/content/6fb1602d-a08b-4a8c-bac0-047b7d64aba5

Enshittification

e Online platforms transition through stages
where their value proposition shifts focus
among users, business customers, and the
platform itself, ultimately degrading the
USer experience.

e Enshittification stages:

FT Magazine Social Media ( ;+ Addto myFT )
‘Enshittification’ is coming

1: User-Centric Growth for absolutely everything

2: Business-Centric Monetization
. _ - : ‘Enshittification’ is
3: Self-Centric Extraction coming for absolutely

4: Death of the platform everything. Cory
Doctorow, Financial
Times, 2024.

O O O O



https://www.ft.com/content/6fb1602d-a08b-4a8c-bac0-047b7d64aba5
https://www.ft.com/content/6fb1602d-a08b-4a8c-bac0-047b7d64aba5
https://www.ft.com/content/6fb1602d-a08b-4a8c-bac0-047b7d64aba5
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“The Future of the
Internet and How to Stop
it” (Zittrain, 2008)

JONATHAN ZITTRAIN


http://yupnet.org/zittrain/

“The Web Is Dead. Long Live the Internet”
(Anderson and Wolf, 2010)
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The enshittification of enshittification

Enshittification, Disenshittification, and the Bezzle: Cory Doctorow in
Conversation with Randall Munroe (XKCD)

Mavybe enshittification is a good thing. Here's why

Pee Review: The Enshittification of Science?



https://www.youtube.com/watch?v=ulnlSRbH80Y
https://www.youtube.com/watch?v=ulnlSRbH80Y
https://www.indiehackers.com/post/maybe-enshittification-is-a-good-thing-heres-why-0308b83dfa
https://www.cantorsparadise.com/pee-review-the-enshittification-of-science-eb5d57a5a669

Enshittification of Bitcoin?

e Until 2008: Online payments have been
brOken Or infeSted by middlemen (See Bitcoin: A Peer-to-Peer Electronic Cash System
Paypal) e

e 2009: Bitcoin: “online payments to be
sent directly from one party to another e s e o of Sl e et o

financial institution. Digital signatures provide part of the solution, but the main

. . . . benefits are lost if a trusted third party is still required to prevent double-spending.
W I t h O u t O I n t h rO u h a ﬁ n a n C I a l We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of

hash-based proof-of-work, forming a record that cannot be changed without redoing

the proof-of-work. The longest chain not only serves as proof of the sequence of

i n St i t u t i O n ” % M i c ro p av m e n ts events witnessed, but proof that it came from the largest pool of CPU power. As

long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The

e 2024: Bitcoin is not used for P R L et
micropayments, and other p S
cryptocurrencies do not solve this
(except Monero).




“Today, Bitcoin appears as cryptoanarchistic as a
car and provides all the tools to f* you”

(Smuggler at HCPP, 2018).



Schumpeter's Theory of Creative Destruction

e Understanding innovation and its lifecycle

e New innovations disrupt existing industries and
economic structures, leading to the creation of
new paradigms. As these innovations mature,
they often undergo transformations that can
shift their original values and goals.

Bitcoin’s initial disruptive vision of a decentralized, digital
cash system has evolved into a more mainstream financial
asset, influenced by market forces and regulatory pressure.

- aprtalism
. Socialism
- wf

Demacraqy
. JosEPH A SCHUMPEI'ER

Joseph Schumpeter
Capitalism, Socialism,
and Democracy (1942)



The Iron Law of Oligarchy

e The "Iron Law of Oligarchy," formulated by
sociologist Robert Michels in Political Parties
(1911), suggests that all complex organizations,
regardless of how democratic they are at the
start, eventually develop oligarchic structures.

This theory can be applied to understand how the
decentralized ideals could decay over time as power
becomes concentrated among a few key players, such as
major miners, exchanges, and institutions.

l Philosophisdi-soziologische Biicherei —'
Band XXI —

ZUR_SOZ10LOGIEDES
PARTETWESENS
INDER
MODERNEN DEMOKRATIE
UNTERSUCHUNGEN UBER DIE
OLIGARCHISCHEN TENDENZEN
DES GRUPPENLEBENS
VON
ROBERT MICHELS

PROFESSOR IN TURIN

Leipzig 1911
Verlag von Dr. Werner Klinkhardt

Robert Michelis
Political Parties (1911)



Institutional isomorphism

e Introduced by DiMaggio and Powell in (1991),
explains how organizations in similar fields tend ——

to become more alike over time as they adopt VNALDIM
similar practices and structures to gain ATION AL

legitimacy. AHURAL

Edited by
BTC’s evolution from a radical digital cash system to a widely

recognized store of value: as Bitcoin gains mainstream
acceptance, it adopts characteristics of traditional financial

The New
assets to align with regulatory standards and institutional Institutionalism in
practices, thereby diluting its original values. Organizational Analysis

(1991)



Change as consequence of voice or exit



"Exit, Voice, and Loyalty: Responses to Decline in Firms,

Organizations, and States"

Hirschmann presented a framework

originally observing consumers’ options
In the context of deteriorating quality of
goods and services: either exit or voice.

The framework has been applied to topics
such as protest movements, migration,
political parties, and interest groups, as

well as to personal relationships.
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Albert O. Hirschmann, 1970
ISBN 0-674-27660-4



Fully decentralized systems have characteristics
that make them less prone to enshittification.

Their success in avoiding such degradation largely
depends on the robustness of their governance
models, the alighment of incentives, and the
ability to scale effectively while maintaining user
control and trust.



OPEN SOURCE



PUBLIC SOURCE AND OPEN SOURCE (Burns, 2015)

OPEN SOURCE
“The openness with people and code
all wrapped up in one”

PUBLIC SOURCE
“everything that open source has
minus all community side of things”

Example: try to upstream a patch to
Android

B

G

Apple Public Source License

Author

Latest version
Published
SPDX identifier

Debian FSG
compatible

FSF approved

OSI approved
GPL compatible
Copyleft

Linking from code
with a different
licence

Website

Apple Inc.
2.0
August 6, 2003

APSL-1.0, APSL-1.1,
APSL-1.2, APSL-2.0

N0[1]

Yes (Version 2.0, not

versions 1.0, 1.1 and
1.2)[28]

Yes
Nol?!
Partiall!

Yes!*!

https://opensource.app
le.com/apsl/ 2


https://www.theautomatedtester.co.uk/blog/2016/public-source-vs-open-source/

"software is eating the world" @ndreessen. 2011


https://www.wsj.com/articles/SB10001424053111903480904576512250915629460

ALL MODERN DIGITAC
INFRASTRUCTURE

Ao

r R

J A PROJECT SOME
RANDOM PERSON

IN NEBRASKA HAS

L ) BEEN THANKLESSLY

MAINTAINING
SINCE 2003

lL:) (—J
]
]




Thanklessly maintained out of Nebraska

e XZsupply chain hackin 2024

e A backdoor was intentionally planted in XZ Utils,
an open-source data compression utility available
on almost all installations of Linux and other

Unix-like operating systems. INFRASTRUCTURE
e The xz-utils backdoor could have been the most
serious software supply chain compromise since
the SolarWinds Orion hack. —

RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003

L7
——]



https://www.wired.com/story/jia-tan-xz-backdoor/
https://www.wired.com/story/the-untold-story-of-solarwinds-the-boldest-supply-chain-hack-ever/

Missing incentives in Open source

"Developers are more likely to release
closed-source software because it offers
direct financial rewards, job security, and
the potential for substantial personal gain.
In contrast, open-source contributions are
often seen as unpaid labor with minimal
immediate benefits" (Murphy, 2024)



https://www.youtube.com/watch?v=nHQv4blla7g

Monero CCS - Community Crowdfunding System (CCS)

Monero CCS is a positive example to solve
the problem of “thankless maintenance
from Nebraska”

https://ccs.gsetmonero.org/



https://ccs.getmonero.org/

“open source is eating software faster than
software is eating the world”* @acks, 2022)

* software with source code publicly available for inspection, use, and modification and is often created
in a decentralized manner and distributed for free — appears in 96% of codebases (Synopsys 2023)



PERMISSIVE WEAK COPYLEFT STRONG COPYLEFT NETWORK PROTECTION

In general, permissive open source licenses like MIT#, BSD#, and
Apache® say:

Do what you want with this software.

Copyleft licenses like MPL#, GPL#, and AGPL# say:

Do what you want with this software.

Share improvements and extensions you make
alike.

Commons Clause is a bolt-on “patch” to any open source license,
permissive or copyleft. Generalizing a bit, Commons Clause appends:

2 links into the rabbit hole

+ But don't use it to compete with its
developer.

o JOhn Winter Murphv: “Monero is So “MIT with Commons Clause” says:
Free and Open Source Software”

Do what you want with this software.
+
+ But don't use it to compete with its

® /d eV/lawver blog developer.



https://cfp.monerokon.org/2024/talk/3EXPBY/
https://cfp.monerokon.org/2024/talk/3EXPBY/
https://writing.kemitchell.com/2019/06/13/SSPL-Not-Commons-Clause.html
https://writing.kemitchell.com/2019/06/13/SSPL-Not-Commons-Clause.html

i : . Top Open Source
-.Mopyleﬁ Open Source Licenses Over Time Licenses 2021

' Permissive @ Copyleft

! u u T 6% -
. 64% 67%
55% il
4%

<
. - -
-

2016 2017 2018 201 9 2020 2021 Apache-2.0 MIT GPLv3 GPLv2 BSD3 LGPLv21 Micr‘osoft BSD 2 Eclipse 1
Public

Permissive licenses dominate Open Source. Data from 2021.
Source: WhiteSource, 2022



https://www.whitesourcesoftware.com/wp-content/media/2021/01/The-Complete-Guide-for-Open-Source-Licenses-2022.pdf

License ranking by number of unique pushers
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https://innovationgraph.github.com/global-metrics/licenses
https://innovationgraph.github.com/global-metrics/licenses

® No License Specified

B MIT License

® Apache license 2.0

W Other

B GNU General Public License v3.0

GNU General Public License v2.0

W BSD 3-Clause "New" or "Revised"

License

W GNU Affero General Public License v3.0

B GNU Lesser General Public License v3.0

® BSD 2-Clause "Simplified” License

B The Unlicense
Licenses across Top 1 million Public Repositories

Over Half of the GitHub Public Repositories are Not Open Source
Licensed (data from 2020). Source: openweaver



https://openweaver.medium.com/beware-over-half-of-the-github-public-repositories-are-not-open-source-licensed-23c7d2b5b621

MSR 22, May 23-24, 2022, Pittsburgh, PA, USA

BSD-3-Clause
MIT
Apache-2.0

GPL-1.0-or-later

unknown
GPL-2.0-or-later

GPL-2.0-only

GPL-3.0-only

BSD-2-Clause
public domain

>

29.4%

(other licenses)

Figure 3: Top licenses in the corpus, as detected by ScanCode.

ABSTRACT

We introduce a large-scale dataset of the complete texts of free/open
source software (FOSS) license variants. To assemble it we have
collected from the Software Heritage archive—the largest publicly
available archive of FOSS source code with accompanying devel-
opment history—all versions of files whose names are commonly
used to convey licensing terms to software users and developers.

The dataset consists of 6.5 million unique license files that can be
used to conduct empirical studies on open source licensing, training
of automated license classifiers, natural language processing (NLP)
analyses of legal texts, as well as historical and phylogenetic studies
on FOSS licensing.

Additional metadata about shipped license files are also provided,
making the dataset ready to use in various contexts; they include:
file length measures, detected MIME type, detected SPDX license
(using ScanCode), example origin (e.g., GitHub repository), oldest
public commit in which the license appeared.

The dataset is released as open data as an archive file containing
all deduplicated license files, plus several portable CSV files for
metadata, referencing files via cryptographic checksums.

Stefano Zacchiroli: A Large-scale Dataset of (Open Source) License

Text Variants. 2022. Source: arxiv


https://arxiv.org/pdf/2204.00256

Permissive open source licences are eating the
commons faster than software is eating the

world*

* data from 2022 shows that 78% of open source components have permissive licenses. (Source: mend)


https://www.mend.io/blog/open-source-licenses-trends-and-predictions/

Problem? YES.

We need more open systems, because we want to
be able to verify them.

Hence we need less black boxes.




Monero is under a permissive License (MIT)

We had a lot of malicious fork attempts

Classic

' M)
I ¥ Monero

Let's get eyes on the licensing discussion! [LMDB] (2017, Reddit)

noot's XMR-ETH atomic swaps CCS proposal finally moved to
funding stage after licensing debate (2022, monero.observer)

Software Licensing OR "believe in one less god" (2022, Reddit)



https://www.reddit.com/r/Monero/comments/75q60e/lets_get_eyes_on_the_licensing_discussion/
https://monero.observer/noot-xmr-eth-atomic-swaps-ccs-proposal-funding/
https://monero.observer/noot-xmr-eth-atomic-swaps-ccs-proposal-funding/
https://www.reddit.com/r/Monero/comments/ue7pbj/software_licensing_or_believe_in_one_less_god/

VERIFY ALL THINGS



Monero is verifiable software!

Monero reproducible builds

https://github.com/monero-project/monero/issues/2641



https://github.com/monero-project/monero/issues/2641

#hcpp19

6th Annual Hackers Congress Paralelni Polis
October 4th-6th 2019 Pragye ’

The past, present and future of Opt-Out with
open and libre hardware #HCPP19

https://www.youtube.com/watch?v={WRZfbWUszo



https://www.youtube.com/watch?v=jWRZfbWUszo&t=1857s

FREE, PUBLIC, OPEN SOURCE THINGS

- Software

- Content

- Data

- Hardware*

* Further reading: Do I need to patent before open-sourcing hardware?; Towards open source
patents (OSHWA certification database); Licensing Open Source Hardware (Michael Weinberg)



https://opensource.stackexchange.com/questions/13713/do-i-need-to-patent-before-open-sourcing-hardware
https://www.sciencedirect.com/science/article/abs/pii/S0172219022000552
https://www.sciencedirect.com/science/article/abs/pii/S0172219022000552
https://larszimmermann.de/licensing-open-source-hardware-by-michael-weinberg/
https://en.wikipedia.org/wiki/Open_Source_Hardware_Association

THE PROBLEM

- Many proprietary systems are black boxes, preventing
users from verifying their functionality and security.

- Open source software “allows anyone to inspect, modify,
and enhance the code” (potentially)

- “Open” systems are not necessarily verifiable




OPEN CATEGORIES

@ OpenAl

- Open Standards

- Open Access _

- Open Design The term “open” is very

- Open Hardware inflationary (see: Openwashing)

- Open Education
- Open Government

N N
NN
PRANEY
DFNSIV
DPENISM
SR OPENISM


https://riat.at/publications/
https://en.wikipedia.org/wiki/Openwashing

“Open Source is Insufficient to
Solve Trust Problems in Hardware”
Bunnie Huang at 36C3



https://www.bunniestudios.com/blog/2019/can-we-build-trustable-hardware/

HARDWARE TROJANS

Home > Cryptographic Hardware and Embedded Systems - CHES 2013 > i Y
Conference paper
2 Cr);péog;::’):icd Hsardware
f‘cc’ and Em| ed Systems -
Stealthy Dopant-Level —

Hardware Trojans

Conference paper

pp197-214 | Cite this conference paper

Cryptographic Hardware and Embedded
Systems - CHES 2013

(CHES 2013)



UEFI VULNERABILITIES

The RingH@pper
Journey

or

How We Almost

0-day'd the World

Benny Zeltser, Intel

Jonathan Lusky, Cellebrite

RingHopper, presented at DEF CON 31



https://www.youtube.com/watch?v=u8V4ofWpHZk

VERIFICATION?

- Modern hardware cannot be verified. The chances of
backdoors or implants are given.

- Firmware & device drivers have binary blobs and
microcode, which you cannot use without trusting suppliers.

- A huge problem are mobile phones (especially the
modems), as they are only available in binary and
proprietary form. Verification is only possible through
extensive reverse engineering. Read the replicant wiki for

more information. .
# Replicant



https://replicant.us/about.php#faq
https://replicant.us/about.php#faq
https://redmine.replicant.us/projects/replicant/wiki
https://replicant.us/

Verifiable 1/0

For example, the input surface for Betrusted is a physical keyboard.
Physical keyboards have the benefit of being made of nothing but
switches and wires, and are thus trivial to verify.




Decentralized verificiation

e Current technology is very hard (or impossible) to verify.
e We still need to find methods to reverse engineer or verify

processes in these black boxes.

In order not to have to reverse,
we need less black boxes in existence.

Linus's Law asserts that given enough eyeballs, all bugs are shallow, but
we don't really know how many eyeballs are "enough." However, don't
underestimate the number. Software is very often reviewed by more
people than you might imagine. The original developer or developers
obviously know the code that they've written. However, open source is
often a group effort, so the longer code is open, the more software
developers end up seeing it. A developer must review major portions of
a project's code because they must learn a codebase to write new

features for it.

Understanding Linus's Law for open
source security



https://opensource.com/article/21/2/open-source-security
https://opensource.com/article/21/2/open-source-security

Nurturing decentralization and
the commons (conclusion)



e Platforms and products decay over time.

e Values need to be constantly re-validated.



e Open source is enshittified, and “open”
does not necessarily mean “verifiable”,
which is a problem for cypherpunk values.

e Technical literacy and reverse engineering
help us in creating “verifiable things”, but
there are strong limitations (see: binary
blobs, hardware).



e Monero is verifiable software that aligns
with cypherpunk values.



https://repo.getmonero.org/monero-project/ccs-proposals/-/merge_requests/119

The Monero Community is a great example for a
cypherpunk culture with decentralized coordination
capability. The Monerun was an amazing demonstration
of decentralized verification of centralized exchanges.

https://www.reddit.com/r/Monero/comments/u57gky/the _monerun_fag responses ideas/

r/Monero - 2 yr. ago

< ¥ bawdyanarchist
The Monerun - FAQ, Responses, Ideas Q) Toorier cusomersuwpen [ Follow ]

$XMR has been disabled for maintenance. We will update this thread
when it has been re-enabled.

Monero community set to blitz CEXs in coming
‘Monerun’

Q Poloniex Customer Support
(s overstating XMR reserves will be put to the test in a $XMR has been re-enabled!


https://www.reddit.com/r/Monero/comments/u57qky/the_monerun_faq_responses_ideas/
https://www.reddit.com/r/Monero/comments/u57qky/the_monerun_faq_responses_ideas/

“Decentralisation is a process, and should be
constantly challenged.” (decentral.community, 2019)



https://decentral.community/36C3/

